Adherence to recommended electronic health record safety practices across eight health care organizations Dean 
INTRODUCTION
Over the past decade, health systems around the world have begun implementing advanced, state-of-the-art electronic health records (EHRs). 1 This increased adoption led to both anticipated 2 and unanticipated consequences. 3, 4 For instance, new types of patient safety issues related to the design, development, implementation, and use of EHRs have emerged. Examples include poor usability, 5 inadequate communication of laboratory test results, 6 EHR downtime, 7 system-to-system interface incompatibilities, 8 large drug overdoses, 9 inaccurate patient identification, 10 medication administration timing errors, 11 and incorrect graphical display of test results. 12 
Background and Significance
In an effort to prevent, reduce, or mitigate emerging EHR-related patient safety issues, the US Office of the National Coordinator for Health Information Technology funded the development of the Safety Assurance Factors for EHR Resilience (SAFER) guides. 13 There are 8 unique SAFER guides and an additional 9th High Priority Practices guide that contains the 18 most important recommendations from the other 8 guides. 14 Each of these 9 guides follow the same format and consist of 10-29 recommendations along with a short rationale and several examples to operationalize each recommendation (see Supplementary Appendix A). 15 The guides are orga- The guides can be used proactively by health systems and EHR vendors to carry out self-assessments of their EHR implementation and use, including related processes, policies, procedures, and configuration parameters. However, the extent to which health systems are following the 140 SAFER recommendations is unknown. Potentially, the guides could be used to benchmark health care organizations (HCOs) according to the safety of their EHRs. To understand the extent to which HCOs are implementing the various SAFER recommendations and to lay groundwork for developing future benchmarking, we conducted a comprehensive SAFER guide assessment of eight health systems of varying size, complexity, EHR, and EHR adoption maturity. This involved self-scoring for each of the 140 unique recommendations spanning all nine SAFER guides.
METHODS
We used a convenience sample of 8 geographically diverse HCOs chosen from a network of colleagues who expressed interest in evaluating the SAFER guides. HCOs were of variable size, complexity (i.e., number of locations, in-patient vs out-patient, or number of users), EHRs, and times since implementation of their current EHR. Each SAFER guide was converted into an Excel spreadsheet (see Supplementary data). We distributed the spreadsheet containing all 140 unique SAFER recommendations, along with copies of several articles describing their development and use to the Chief Medical Informatics Officer (or the organization's equivalent), and asked them to assemble the team necessary to score their implementation status as: "fully implemented," "partially implemented," or "not implemented." Additionally, we encouraged use of the worksheets that accompany each Guide, where every recommendation lists a "go-to" person(s) who can provide the needed information for a complete assessment (e.g., laboratory services for certain test results reporting recommendations).
Data Analysis
We calculated the percentage of "fully implemented" recommendations for each guide for each organization. We calculated the mean percentage of "fully implemented" recommendations for each guide across all 8 organizations and performed similar calculations for recommendations scored as "not implemented." We then calculated the percentage of all SAFER recommendations scored as "fully implemented" at each of the 8 organizations participating in the study. Finally, we calculated the percentage of all recommendations that were fully implemented within each of the EHR-related safety domains.
Data Presentation
To preserve the anonymity of the sites, we re-sorted the organizational responses for each graph from highest to lowest percentage of "fully implemented." Therefore, hospital 4, for example, may not represent the same organization on different graphs.
RESULTS
The respondent HCOs ranged in size from 268 beds to 1000 beds (see Table 1 ). Four sites had implemented an EHR developed by Epic Systems (Verona, WI), 3 used a system developed by Cerner (Kansas City, MO), and 1 used CPRS/Vista developed by the US Veterans Affairs health system. The sites ranged in EHR maturity, as measured by the number of years they had used the system, from 5 to 20þ years.
The mean percentage of SAFER recommendations rated as "fully implemented" across the 8 sites on each of the nine guides ranged from 94% for the System Interfaces guide (18 recommendations) down to 63% for the Clinician communication guide (12 recommendations) (see Figure 1) . Three of the 4 guides with the highest percentage of "fully implemented" recommendations were in the "Infrastructure" category, i.e., more "technically-oriented" (range of means: 74%-94%).
The clinical process guide on Patient Identification was ranked second. Recommendations from the Infrastructure guides (i.e., System Interfaces, Configuration, and Contingency Planning) achieved full implementation (81.7%) more often than those from the clinical process guides (71%). Figure 2 shows the adoption rate, in terms of percentage of recommendations that were fully implemented across all 8 HCOs, for the High Priority SAFER guide's 18 recommendations (range from 5% to 100%). Figure 3 illustrates the percent of all recommendations that were scored as "fully implemented" at each of the 8 organizations surveyed (Mean ¼ 75.1%; SD ¼ 21.4). Table 2 shows 12 of the 25 recommendations from all SAFER guides that were fully implemented by all 8 sites along with the 11 SAFER recommendations most likely to be scored as "Not implemented." Eleven of these fully implemented recommendations were from the System Interface guide. Notably, none of the recommendations from the Clinician Communication, Organizational Responsibilities, or High Priority guides were fully implemented across all 8 sites. Of the 11 recommendations most likely to be "not Implemented," most (9 of 11) were from 3 guides: Test Results Reporting, Communication and CPOE/CDS, with 4 from the CPOE/CDS guide alone. Conversely, all System Interfaces and Contingency Planning guide recommendations were implemented by at least one site.
The percent adoption for the recommendations was 82.1% for the "Safe Health IT" domain (45 recommendations) 72.5% for the "Using Health IT safely" domain (80 recommendations), and 67.3% for the Monitoring Health IT domain (15 recommendations).
DISCUSSION
We examined data from 8 healthcare organizations to explore how they were adhering to best available safety practices for implementation and use of their EHR. Only 25 of 140 (18%) SAFER recommendations were scored as fully implemented by all organizations. We found that recommendations from more technical guides (i.e., System Interfaces, Configuration) were more likely to be fully implemented than those from clinical process guides (mean % fully implemented across all organizations 81.7% Infrastructure vs 71% Clinical Process). We found considerable heterogeneity in implementation of recommendations. Several key recommendations from the foundational and clinical process-focused guides were only implemented by 2 sites and within the same guide, recommendations were variably implemented across sites. For example, implementation of CPOE/CDS guide's 29 recommendations ranged from 25% to 100% in the organizations we surveyed. However, even for the 2 foundational guides, we found a high degree of variation; 5%-100% for High Priority and 0%-100% for Organizational responsibility. Some of these differences could be due to differences in local regulations, experience, safety priorities, and the ease of implementing specific recommendations in some organizations.
The percentage of recommendations in each of the EHR-related patient safety domains also varied, with a marked decrease within domain 3 (67.3%) as compared to domain 1 (82.1%). This is not surprising because the 3 domains were conceived to be sequential building blocks for organizations seeking to implement their EHR as safely as possible. We note that domain 1 (Safe Health IT) includes a higher percentage of technically-oriented recommendations mandated by US-based EHR certification regulations, therefore these recommendations and guides that include them were adopted at a higher rate. This explains in part why the clinical communication guide, which largely focuses on improving communication between providers, had the lowest percentage of its recommendations adopted. Nevertheless, as health IT continues to be adopted, HCOs will need to ramp up efforts to use health IT to address previously existing safety concerns.
Of note, most recommendations fully implemented at all sites either represented requirements of the US Meaningful Use program under the HITECH act, 17 to benchmark themselves could use the mean values for each SAFER guide in Figure 1 as their starting point. Alternatively, organizations could use the mean value of SAFER recommendations rates as fully implemented from Figure 3 (75%) to help them judge their level of EHR-safety within the wider universe of HCOs. In the future, we could envision submission of SAFER scores being a requirement for the Center for Medicare and Medicaid Services conditions of participation or part of the Joint Commission's accreditation procedures. In fact, these types of policy changes might be the most appropriate drivers needed to stimulate wider adoption of SAFER guides. Finally, the guides may also assist in driving culture change regarding organizational learning related to evaluation and improvement of the EHR. This has historically been seen as the sole responsibility of the IT department rather than as shared responsibility among stakeholders across the entire organization in conjunction with EHR vendors. 18 We recommend that all HCOs should perform the SAFER guide self-assessment once per year. Furthermore, with the creation of a national Health IT Safety Center, SAFER scores could be de-identified, aggregated, and displayed to enable refinement of the SAFER guides and to help organizations compare themselves to other similar organizations.
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Study Limitations
The study had several limitations. First, self-assessments run the risk of over-or under-estimating the completeness of implementation of recommendations. Furthermore, we had no method of comparing the knowledge of the review teams across sites, therefore, we assumed that all teams had sufficient/equivalent skills and knowledge to make an informed assessment. However, only 18% of all the recommendations were reported as fully implemented by all 8 sites, suggesting that organizations recognized and were willing to acknowledge their limitations. We could not establish reasons why certain recommendations were less fully implemented than other recommendations, which is an area for future research. We did not estimate cost, degree of difficulty, or expertise required to adhere to the least implemented recommendations compared to those fully implemented, which are all likely reasons for non-adherence. In addition, there were not enough respondents to determine whether the The EHR limits the number of patient records that can be displayed on the same computer at the same time to one, unless all subsequent patient records are opened as "Read Only" and are clearly differentiated to the user Organizational Responsibility
Self-assessments, including use of the SAFER Guides, are conducted routinely by a team, and the risks of foregoing or delaying any recommended practices are assessed Test result
As part of quality assurance, the organization monitors and addresses test results sent to the wrong clinician or never transmitted to any clinician (e.g., due to an interface problem or patient/provider misidentification) Communication Electronic message systems include the capability to indicate the urgency of messages CPOE/CDS Corollary (or consequent) orders are automatically suggested when appropriate and the orders are linked together, so that changes are reflected when the original order is rescheduled, renewed, or discontinued CPOE/CDS CPOE and CDS implementation and use are supported by usability testing based on best practices from human factors engineering Test result
The EHR has the capability for the clinician to set reminders for future tasks to facilitate test result follow-up source of the EHR (i.e., the vendor) or the time since implementation had any influence on the ability of the HCO to fully implement the SAFER recommendations. For many SAFER recommendations; however, it is typically the HCO that is mostly responsible for configuring and implementing the various EHR features, functions, and workflow processes to satisfy the SAFER recommendations, and the EHR vendors are only responsible for ensuring that their systems have the capability to meet recommendations.
CONCLUSION
While SAFER guides provide an evidence-based, proactive method for HCOs of all sizes, complexities, EHR vendors, and implementation maturity to self-assess the safety of their EHR implementation, the full adoption of SAFER recommendations is low. HCOs are more likely to follow technical recommendations vs those that require workflow and process enhancements related to clinical areas of concern or recommendations to use technology to reduce safety concerns. Several recommendations that were fully implemented also happened to be essential regulatory or accreditation requirements. Uptake of the remaining SAFER recommendations will likely increase as organizations become more confident in their abilities to develop new policies, procedures, clinical workflows, and configure and maintain their EHR implementations. Finally, full implementation of the SAFER recommendations will require organizational prioritization, resource allocation, policy changes, and vendor participation. 
